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Pros 

Agile Auto-Scaling 

• Cloud providers can quickly and 

automatically scale up/down 

function instances in response 

to burst requests

Bill-Based-on-Usage 

• Auto-scaling fixes over-provision 

and under-provision problems

• Tenants only pay for the actual 

function execution time

“Serverless Computing is expected to become the 
dominant cloud computing paradigm.”

  -- A Berkeley view on serverless computing.
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Zero Trust

Any entities, even the internal ones, should not be 

trusted by default

Best Practice

Major Providers: dedicate full encryption to all 

internal connections

QFaaS

Security

Low-Latency
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QFaaS: Fuse Serverless with QUIC

System Goal

Add QUIC into the 

serverless platform 

without any tenants’ 

code modification
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0-RTT Mode 1-RTT Mode

QFaaS is faster than OpenFaaS(TCP+TLS) in both 0-RTT and 1-RTT modes
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Benefits of QFaaS under Variant Intra-Cloud Latency

AWS Intra-Cloud Latency (Past Year) 
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Benefits of QFaaS under Variant Intra-Cloud Latency

Less Processing 

Time
Faster Than 

TCP-only

QFaaS can not only save transmission latency but also processing latency

The advantage of QFaaS is enlarged as the inter-cloud latency increases
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QFaaS performance is aligned with OpenFaaS(TCP+TLS)

The advantage of QFaaS is enlarged as the function chain length increases



Conclusion
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Network

Abstraction

A clear network abstraction for serverless applications to identify potential 

network bottlenecks

Design
A new system design to accelerate and secure serverless networks which 

requires no tenant code modification

Imple-

mentation

Open-source implementation of the QFaaS prototype
https://github.com/qfaas-project

Benefits

QFaaS reduce response latency of single functions by 28%, chained 

functions by 40%, and ~50ms in real-world serverless applications.

QFaaS is even faster than insecure TCP-only platforms

https://github.com/qfaas-project
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