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Ex i s t ing  work

Formal Verification(SIGCOMM’14, NDSS’18,, NDSS’19): specify 

protocols as formal models and verify with correctness properties 

[1] Guan-Hua Tu etc. Control-Plane Protocol Interactions in Cellular Networks. SIGCOMM’14

[2] LTEInspector: A Systematic Approach for Adversarial Testing of 4G LTE. NDSS’18

[3] Component-Based Formal Analysis of 5G-AKA: Channel Assumptions and Session Confusion. NDSS’19

• Systematic and solid

• Manual specification

Challenges:

• Hundreds or thousands of pages of human language 

• More standards specifying interaction behaviors among protocols

• Optional configurations

• Time consuming

• Error-prone
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Our  des ign

Open-source implementations of Cellular network:

Is it possible to automatically specify and verify cellular 

network protocols?   

Software model checking
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Bas ic  Idea
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Chal lenges

• Size Explosion: millions lines of code

• Independent software entity: multiple software entities

(UE, eNB, and CN)

• Multi-Agent Interaction: each of the entity is driven by

messages sent by each other.
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Cel lScope
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Cel lScope

NAS

RRC

PDCP

RLC

MAC

PHY

RRC

PDCP

RLC

MAC

PHY

S1AP

SCTP

IP

MAC

Ethernet

UE eNB
Bitstream Bitstream

Bitstring

Communication channel

CN

Ethernet

S1AP

SCTP

IP

MAC

NAS

Message Deliver



10

Cel lScope

Adversary modelAdversary model
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Attack injection

1. Mock up program behaviors in low layers

2. Formal message exchange models among software entities

3. Dolev-Yao style adversaries  

Communication channel

Formal message channel model
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Cel lScope
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Cel lScope

Protocol a1 Message Id1 …..

Protocol a2 Message Id2 …..

Protocol b1 Message Id1 …..

Protocol nn Message Id …..

...

State space reduction  

Decomposition of event handler

Linear mode

A lot of infeasible paths are removed
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Cel lScope State space reduction  

Channel 

& Adversaries

UE ENB

Before slicing

ENBUE
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After slicing

Property Adversary assumption

Slicing criteria

• Channel message

• Configurations

• Adversary variables

• …

Property-driven slicing

slicing
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Cel lScope

I

Concrete

AbstractI

I

I

𝐴𝜋0

𝐴𝜋1

R
e
fin

e
m

e
n
t

Priority counter-example guided abstraction refinement (P-CEGAR) 

Verification

Variable:

• Protocol-related

• Dummy adversary

• Program control related

CPAchecker: https://cpachecker.sosy-lab.org/

https://cpachecker.sosy-lab.org/
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Pr imar y  resu l ts
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Thanks 

Q & A

Yinbo Yu: yyb@whu.edu.cn

mailto:yyb@whu.edu.cn

